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Web Admin

Introduction

Once Avaya Officelinx has been installed, OL Admin is used to configure and maintain all aspects of the voice server.

Web Admin is a utility which provides access to a portion of OL Admin’s functions across a network. Web Admin can
manage users, making additions and changes as required, through its web enabled interface. The Google Chrome web
browser can connect to the voice server to provide user administration from any computer attached to the Internet.

Web Admin is automatically enabled on the voice server during the installation of Officelinx.

Accessing Web Admin

Accesstothe Web Admin program is done through any web browser on any computer attached to the Internet.

1. Fromany computer with Internet access, open a web browser. Enter the IP Address for the Officelinx voice server.
For example:

http://192.168.0.1

Note: The Officelinx server must be configured to allow access via the Internet. Refer to Avaya’s Server
Install Guide for more information.

2. From the menu, select Web Admin.

Web Access ‘ Password &
~ Reset

Voicemad password or
Appiication password

SRM Portal B

Service Recovery
uthity for
tors
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Atthelogin screen, enter the administrator User name and Password for the Officelinx voice server, then click Log

inand OK.

The Web Admin screen appears in the browser window.

Web Admin Languages

The Web Admin interface supports different languages. The language specified within the browser will be used to display

the text items in Web Admin.
The languages currently supported are:

- English ® French

@® Spanish
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Main Page

The Web Admin main page has 3 main tabs along the left-hand side. Additional functions are contained within each
object.

e  Companies
e  System Settings
e  Administrators

Companies

System
Settings

Administrators
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Companies

Officelinx allows you to create a single or multiple companies on a single server with multiple configurations for better
management and segregation. Company settings set the ground rules for security, message management, ASR features,
etc. All Feature Groups and Mailboxes under a Company share the rules and settings established for that Company.

All of the currently configured companies on the server are displayed here. Refer to Avaya’s Server Configuration Guide
for a complete description of all of the displayed options.

Click Editbeside acompany to view and change its configuration. Click New Company to create a new company identity.

Note: The number of companies that can be added is controlled by your license. The base license allows
you to have 2 companies. Contact your reseller if you need more than this.

Settings

The Settings tab includes two sub-categories.
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General Options

This section allows the user to view and modify the company’s primary configuration.

[ere ]
— DT

Company Number: Thisfield is entered automatically when you save the company. Each company musthave a
unique identifier.

Name: Enterthe name ofthe company. Thecompany nameis usedto associate users witha particularcompany
when there are two or more companies sharing the same server. Ifthis system is configuredfor only one
company, modifying this field will not affect any functionality of the system.

Domain Name/IP: Enter the domain name or the company IP address of the server.

Warning: This domain name or IP address should not be the same as your mail server, especially when using
IMAP synchronization or BES. For example, if you are using company.com as your mail server domain (e.g.
user@company.com), the domain you enter here should be similar to voiceserver.company.com and never
company.com.

AdminUser: Enter the Administrator's Mailbox. The Admin Mailbox specified musthave a VPIM address defined
which is used for sending delivery natifications.

PBX Node: From the dropdown menu, select the PBX node that the current company will utilize. This option is only
available if you have multiple PBXs defined in the PBX settings. You must choose a node whenever the option is
available to you so that the system can properly manage the calls.

Time Zone: Select the difference in hours between your primary office location and Greenwich Mean Time (GMT).

Outcall Access Code: Enterthe coderequiredforthe systemtoaccess anoutsideline. The code should be followed

by a comma.

Note: Avaya Officelinx supports where more than one company is setup on a single voice
server. Each company is isolated from the others, so incoming calls on specific numbers or lines can be
automatically routed to the correct auto attendant, Telephone User Interface and other resources.

Additional licensing is required to configure more than one company.
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Synchronization Options

Users can upload photographs to Google as part of their profile. The Synchronization Options tab allows the UC System
to update these profile pictures when changes are made to the original online source files.

This tab provides company wide access for the system and requires an OAuth2 Service Account and Private key password
to have been created on Google first.

Lo ]
— o DR, -

Sync Public Contacts: Enabletoinclude allcorporate Public contacts. Disable toinclude only corporate contactsin
the synchronization.

Sync Server: Select the server where the profile picture is stored (e.g. Gmail).

User Account: Enter the user name taken from the Client ID of the OAuth2 Service Account. Do notinclude the
domain portion of the Client ID.

User Password: Enter the OAuth2 private key password ( ).
User Password Confirm: Re-enter the private key password to confirm.

Directory: Select None to disable profile picture synchronization. Choose Pictures to synchronize with the online
source directory.

Officelinxincludes contact picturesifthey haveloaded a picture onto their Google profile. The Image Directory Settings
control howthe UC server deals with updated picturefiles.

Remote directory images, except non-existing: Picture files that are already in the storage directory that have
changed since the last update will be downloaded.

All remote directory images, including non-existing: All picture files for contacts will be downloaded to the image
directory.

Only images that are not present in local directory: Picture files that are not already in the image directory will be
downloaded.
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Manage Departments

Use the Manage Departments tab to create, edit and remove the departments within your company.

Bl =
E =
El =
E =

Click New Department to create a new unit, or click Edit beside and existing one to reconfigure.

Name: Give anametothe new unitthat helps to defineits function.

PBX Node: From the dropdown menu, selectthe PBX Node that this department will reside on.

Manage Users: User Settings

All currently configured users are shown here.

==

Name Number Feature

Click Editbeside a user, or click New User to add new people to the company.
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General Options

The General tab allows you to configure the basic properties of a Mailbox including the number, name, password, etc.

i
— DT

Mailbox Number: The UC system automatically fills in the Mailbox number based on the other Mailboxes in the
system upon Mailbox creation. If you wish to change it, simply enter the new Mailbox number in the field.

Note: If you want to change an existing user’s Mailbox number, enter the new number in the

field and click . As a precautionary step to ensure Mailbox data is not lost, a new Mailbox
entry based on the new number is created. The old internal extension number within the address tab will
remain the same and can be changed manually.

First Name: Enter the first name of the user.
Last Name: Enterthelastname ofthe user.

Gender: This will be used to select the TTS Voice (female/male) used when playing an email for the user, or
generating a name greeting when name is recorded. The TTS Voice used for each gender is specified in the
Company Setup > Company Languages > Add/Edit tab.

Department: If the administrator has configured one, the user can be added to an Organizational Unit using the
dropdown menu.

Feature Group: From the dropdown menu, select the Feature Group that will be associated with the Mailbox.

Account Code: Enter the account number. This is used to pass account number information for toll charge billing

back to an individual user.

10
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Voicemail Password
Password: Enter theuser’s password. This password must be
Confirm Password: Confirm the user’s password.
Application User Settings

User Name: Enter the user name for the POP3/IMAP4 accountif the user is using the UC server as an email server.
This is also the account used to login in to the iLink packages when using UC Credentials.

Password: Enter the user’s password forthe account. This password mustbe (notallnumbers).

ConfirmPassword: Confirmtheuser’s passwordfortheaccount.

Note: When accessing the system using a telephone keypad, the Voicemail username and password are
used. For all other access, such as through the Internet, use the Application User password.

11
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Advanced

The Advanced tab allows you to configure the features that may be attached to the Mailbox such as Customize TUI, Web
Access, etc.

—> O

Web Client User: Enable this checkbox to give the mailbox Web Access capability.

Personal Operator: From the dropdown menu, select a personal operator if you have a different person as your
operator other than the company default.

Note: Thisfield is optional, but if you select an operator, you must also specify a Mailbox. This Mailboxis
recognized as the operator for this individual. When the caller is in a particular Mailbox and hits 0, if this
fieldis set, this user will be redirected to the Mailbox specified in this field instead of going tothe company’s
active operator.

D.1.D Trunk: Enter the trunk number that the system will use to access the voicemail of this Mailbox. This field is
normally used for Norstar Systems.

Customize TUI: Enable this checkbox to select a customized TUI from the accompanying dropdown menu.
Note: Thedropdown menuisenabledonlyifyouselect

Voice Menu: Enable this checkbox to have the user’s calls answered with a customized Voice Menu offering callers a
variety of choices. Select a Voice Menu to use for this Mailbox in the dropdown menu beside.

Note: A Voice Menu must be created in OL Admin before it can be applied to a Mailbox.

AccountName: Enter the Windows domain and account name for this mailbox user (e.g. DOMAIN\USER_NAME). If
this is configured alongside Auto Discovery, users will be able to log into their iLink Pro Desktop based on their
domain credentials without having to configure or enter any information in iLink Pro Desktop. This single sign on
feature is only available when the user is on the same network as the Officelinx server.

Desktop Capability: From the dropdown menu, select the type of functionality that this user will have .

Date Format: From the dropdown menu, select the date format which will determine the way in which the date is
expressed in Web Access and/or the telephone.

PBX Node: From the dropdown menu, select the PBX node on which the Mailbox will reside. This option is only
available if there are multiple PBX nodes defined on the system.

12
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Mailbox Options

Mailbox Options allows you to configure additional features that may enhance the user's experience withthe associated

Mailbox.

Security Locked Mailbox: This checkbox becomes enabled when a mailbox becomes locked after failing to log in X
number of times. The X is defined on the Company properties under Password/Security tab. Disable this checkbox
to allow users to log into their mailbox.

SendBusinessCard:Enablethischeckboxtoallowthe usertosend personal contact“signature” information with all
messages.
Record All Incoming Calls: Enable this checkbox to have all inbound calls to the current Mailbox recorded.

Show Tooltips: Enable this checkbox to have Hints help documentation displayed by default throughout the Web
Admin windows. The Hints help documentation, shown in yellow strips at the top of each screen, will display in
Web Admin for the user until the user turns it off.

Show Getting Started:Enable thischeckbox to have the Getting Started page displayed by defaultin Web Admin for
the user. The Getting Started page will display until the user turns it off.

FaxDetection: Enable this checkbox to allow incoming faxes to deliver their message to the user’'sinbox if the call is
unanswered. With this box unchecked, the phone set will ring but a fax call will be dropped if it is not answered.

Forced Tutorial: Select On from the radio buttons if you want the user to be prompted with a tutorial when
accessing his / her Mailbox through telephone.

Say Date Time: Select the Yes radio button if you want the user to be able to hear the envelope information when
listening to a message. The information to be relayed is defined in the TUI action.

Message Playback Order: Select one of the radio buttons. This allows the users to listen to their messages by either
FIFO (plays the oldest message first, newest message last) or LIFO (plays the newest message first).

MessageLight Status: Select On from the radio buttons to enable the Message Light feature for this Mailbox.

Web Tutorial: Select On to enable a tutorial for the user when opening the Web Access. This option is enabled by

default and turned off once the user has completed the tutorial or turns it off themselves. When a mailbox is

created or reset, an email is sent to the user prompting them to complete the tutorial or to disable the feature.
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Transfer Options

The Transfer Options tab of Mailbox allows you to configure the way in which incoming calls for the current Mailbox will

be managed.

Call Screening: Enable this checkbox to instruct callers who wish to transfer to an extension to state their name at
the tone.

Note: Call screening requires the call to be supervised and the user must be in his or her group.

Before the call is transferred, the recipient hears the caller's name and is prompted by the system to accept the call
press ,to send to another extension press ,to accept and record conversation press ,tosend to your
Mailboxpress

CallQueuing:Enablethischeckboxtoplaceincomingcallsinaqueue whenanextensionisbusy. Callersare
informed of their position in the hold queue and are given opportunities to either continue to hold or leave a voice
message.

Warning: Call queuing is available only on telephone systems that provide a busy tone. Most telephone sets
with multiple extension appearances do not produce a busy tone.

Pre Transfer Paging: Enable this checkbox to page users before the call is transferred.

When a caller requests an extension, the caller is put on hold and the UC system pages the user. The system then
waits for a definable period of time (this timer is defined in the Advanced dialog with a default of 5 seconds) and
then transfers the caller to the desired extension.

Post Transfer Paging: Enable this checkbox to page users after the call is transferred.

When a caller transfers to an extension that is busy or is not answered, the caller is forwarded to the user's Mailbox.

In the user's personal greeting, the caller can be given the option to page the user over the telephone intercom
system (for example, "Press 4 to have me paged"). Callers must be informed of the paging feature in the user's
personal greeting. The system does not have a pre-recorded prompt.

CampOn: Enable this checkbox to notify the caller when the recipient of the call is available, assuming that the dialed
number was originally busy.

Busy on Second Call: With this option enabled, incoming calls will be immediately routed to voicemail if the user is
already on the phone. If disabled, incoming calls will keep trying to reach the user at that extension until the line is
free.

14
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Caller ID: From the dropdown menu, select the desired option to configure the Caller ID.

Note: This option is required for desktop screen pops using iLink Pro Desktop. The iLink Pro Desktop
settings must also be configured to accept screen pops.

Note: If a blank Caller ID is sent to the iLink Pro Desktop, there will be no pop-ups.

Enable Call Forwarding: Enable this checkbox to forward incoming calls transferred from the automated attendant
to another Mailbox.

Call Forward to: Enter the Mailbox that calls will be transferred to manually or use the directory to select the
Mailbox.

Note: When assigning a Mailbox to the fax extension or Admin Mailbox, you can hit the Check Names or
Address Book buttons to find the Mailbox you are looking for.

15
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Message Options

TheMessage Optionstab of Mailbox allows you to control the user's messaging forwarding.

[owcoe ]
e

Ernail m (8]

Editanexistinguser,orclick New Address toadd anew person.

o HEmatDraty

16
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Add/EditMessage Options

The messages that arrive in the current Mailbox may be automatically forwarded or relayed to a destination of choice.

Type: From the dropdown menu, select the address type of the destination.
Destination: Refer to the chart.
Address:Refertothechart.

Type

Destination

Address

AMIS

From the dropdown menu, select the desired
Remote Site.

Enter the address within the
chosen Remote Site thatyou
wish to forward/relay to.

Distribution List:

Fromthe dropdownmenu, selectihe
distribution list (both public and private from
the Mailbox that is being configured will be
available).

email: Enter the desired email address.

Mailbox: Enter the Mailbox number then click on verify
or select a Mailbox from the directory.

Printto Fax: Enterthefax numberor usethe ellipsis button

[.] to open a dialog box.

Print to Server Default
Printer

Remote Site.

SMS email Enter the desired email address.
SMS Phone Enterthe phone number or use the ellipsis
button [_]to open a dialog box.
VPIM Fromthe dropdown menu, selectthe desired Enter the address within the

chosenRemoteSitethatyou
wish to forward/relay to.

Storage Path

Enter the network path o the storage
location.

Mustbe UNC Compatible
path

Google Docs

Enter Google Docs Collection location.

Requires an existing
collection

Forward Type:Fromthedropdownmenu, select Forward orRelay.

Voice Format: From the dropdown menu, select the format of voice messages. The WaveUlaw8 format is

recommended as the default.

Fax Format: From the dropdown menu, select TIFF or PDF. Fax messages thatare automatically forwarded to email
addresses will be converted into the selected format.
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Message Type: Enable the checkboxes for the type of messages you want forwarded/relayed to the destination
address.

Attachment: Enable this checkbox to allow any attachments to be included in the forwarded/relayed message.
Disabled: Enable this checkbox to not automatically forward or relay received messages for the chosen address. This
setting can be toggled by the Mailbox user at any time.

Locked: Enable this checkbox to not automatically forward or relay received messages for the chosen address. This
setting can be toggled by the administrator and is active until changed.

HTML Content: Enable this checkbox to have files attached to messages accessible only through a hyper link (HTTP).

Note: Multiple Destinations require separate address entries to be made for each.

Action Schema: Enable this option to have tags appear in the subjectline of emails that contain voice messages, or
those that denote missed calls. This feature only applies to email clients that support DKIM verification.

LR L Primary s  Social

Inbox (3)
»  David Innes Missed call from David Innes, 2345 - UC Dial Dial view From: David Innes Date/Time: 201 4/01/09 10:42 10:42 am

®» John O'Groats Disable IMAP - *ou have to change your storage mode or remove your synchranization 10:35 am

Important

»  Abner Perny Meeting Time Changed - We have had to push back the meeting time by one hour. 10:23 am

» John Carter [Transcribed] Vaoice Messaﬁe Fram: John Carter, 8876 - UC Dial Yiew Frarm: UC John Carter Date.d’T\m Jan 28

Dial: When anincomingcallisreceived but notanswered, and the caller does not leave a voice message, the Dial
button will appear in the subject line of the email header. Click the button to place a call to the contact.

View: When a caller leaves a message in the mailbox, the View button will appear in the subject line of the
message header. Click the call to open the playback control window to listen to the message through any
audio capabledevice.

e, [Trasicribed] Valce Meivage Fram: Jakn
t Cares. BB7H o ek e e el [ Delans
L

Jeka Cartar Tisi, laf 58 3:21: 04 PH
T Jares Funer

Anven, whin i Jobun, | i oy ailing b ool i 1 e Potant WA G g it Bhal Ao papa. Lat
i krenin s sl b

Voioe message o Py (e LT

o [RTETT
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Notification Options

The Notification Options tab allows you to specify internal or external addresses that can be used to notify a user when

theyreceive new messages.

Cascade Notification: Enable this checkbox to instruct the system to send notifications in consecutive order to a list
or defined notification schedule.

Cascade Notification Loop Back: Enable to allow cascade notification loop back, which is like cascade notification
except that it will not stop notifications after all retries are complete. It will instead start again from the beginning.

NotifyforFaxMessages:Enable this checkboxto send a notification when fax mailis sent.

Notify for Voice Malil

Selectone or more options from the following choices to activate notificationfor voicemailmessages.
All - Notifies user of all voice mail messages that are received
Certified (Read Receipt) - Notifies user if a certified voice message has beenreceived
Internal - Notifies user if a voice message has been received from an internal caller
External - Notifies user if a voice message has been received from an external caller
Urgent - Notifies user if an urgent voice message has been received
Confidential- Notifies userifa confidential voice message has beenreceived
With Caller ID - Notifies user only if voice mail message is accompanied by Caller ID

Notify for Email

Selectone or more options fromthe following choices to activate notification for email messages.
All - Notifies user of all email messages that are received
Certified (Read Receipt) - Notifies userif a certified email has beenreceived
Internal - Notifies user if a email has been received from an internal caller
External - Notifies user if a email has been received from an external caller
Urgent - Notifies user if an urgent email has been received
Confidential - Notifies userif a confidential email has been received
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Notification Addresses

Youmay define as many notification destination addresses as youwant to ensure that you receive all the notifications
thatyou have defined.

o

g B Notfication Addresses

Editanexistingaddress, orclick New Addresstocreateanewone.

Address:Fromthedropdown menu, selectanaddress thatwillbe usedfornotification. Theaddressesavailableon
thislistare the addresses listed under the current Mailbox's Address tab.

Busy: Enter the amount of time (in minutes) that the system will wait before retrying notification when the
destination address is busy.

No Answer: Enter the amount of time (in minutes) that the system will wait before retrying notification when the
destination address does not answer.

Call It: Enter the number of times the system will attempt to notify the Mailbox user. If the system is successful, it
will not retry.

20
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Synchronization Options

Synchronization Options allows you connect the current Mailbox with the IMAP TSE feature to synchronize information
between your UC server and the email server (e.g. Microsoft Exchange, IBM Domino).

— .

UseFeature GroupsettingsforlMAP:Enablethischeckboxtousethe IMAPsettings ofthe Feature Group. Thisis
used when you are using a superuser account to connect to the Exchange server for the IMAP TSE feature.

IMAP User Name: Enter the IMAP account user name which the UC server will use to synchronize the data. Follow
the domainname/username/alias format for this field.

Password: Enter the IMAP account password.

Password Confirmation: Re-Enterthe IMAP account password.

Sync Server: From the dropdown menu, select the corresponding IMAP server.

IMAP Language: From the dropdown menu, selectthe primary language ofthe IMAP account.

Storage Mode: From the dropdown list, select IMAP to store messages in the IMAP store, or Database to store
messagesinthe UC database.

Note: This field indicates whether or not the Mailbox is IMAP-synchronized. Setting storage to Database
indicates no IMAP synchronization.

Voice Format: From the dropdown menu, select the voice compression format which is to be used when the user is
sending a voice message outside of the UC server.

E-mail: Enter the email address to synchronize for the current user.

21
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Last Synchronization Time

Inbox: This field displays the last time that the inbox of the mailbox was synchronized through the IMAP TSE server
with the email server. This field cannot be modified and is for reference only.

Contacts: This field displays the last time that the contact entries of the mailbox were synchronized through the
IMAP TSE server settings with the email server. This field cannot be modified and is for reference only.

Calendar: This field displays the last time that the calendar entries of the mailbox were synchronized through the
IMAP TSE server settings with the email server. This field cannot be modified and is for reference only.

UpdateMessage Status From: ThiswillsynchronizethelegacyIBM Dominoandthe UCserversatadefinedtime.
Click the ellipsis button D to manually select the date for the synchronization.

Re-route CTI Options

Re-route CTI Options lets you automatically append availability and/or location settings depending on your telephone
settings. This feature is dependent on the telephone system that is utilized with the Mailbox.

— > CTT

Phone DND Settings

Nothing: Select this radio button to inform the caller that the phone is set to DND.

Change my availability to Unavailable: Select this radio button to inform the caller that the user is unavailable.
Set my location to: Select this radio button to manually define the location and availability that the callers will be
informed of when the phone is set to DND.

Location: From the dropdown menu, select the Location thatthe DND status of the phone will be associated
with.

Availability: From the dropdown menu, select the availability that will be associated with above location.

22
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Forward to Voice Mail Group Settings

Nothing: Select this radio button to forward the caller according to the phone settings.

Change my availability to Unavailable: Select this radio button to inform the caller that the user is unavailable.
Set my location to: Select this radio button to manually define the location and availability that the callers will be
informed of when forwarding is configured on the phone.

Location: From the dropdown menu, select the Location that the forwarded status of the phone will be
associated with.

Availability: From the dropdown menu, select the availability that will be associated with above location.

Speech Options

The Speech Options tab allows you to configure the enrollment of the current mailbox in the voice verification features
andconfiguretherelated securitylevels. Youmay alsoenable anytranscriptionoptions here.

— R

Enable ASRforPublic Contacts:Enablethis checkboxtoallowthe userofthecurrentmailboxtoaccesstheirpublic
contacts through ASR along with the traditional DTMF method.

Enable ASRforPrivate Contacts:Enablethischeckboxto allowthe userofthe currentmailbox to access their
private contacts through ASR along with the traditional DTMF method.

Enable Speech Command: Enable this checkbox to allow the user of the current mailbox to navigate the TUI
through speech commands along with the traditional DTMF method.

Enable Voicemail Transcription: Enable this checkbox to activate speech-to-text transcription for voice messages.
Once enabled, voice messages left in this mailbox will be rendered into text, and sent to the associated email
address. A transcription add-on to the Officelinx license is required.

23
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Addresses

Addresses allows you to add many types of addresses to be associated with the current Mailbox. These addresses may
be used to further customize the way in which the user interacts with the UC system.

% ioterral [N N
Eno
2 i0a & |

® :. - I. m -

—o> O

Select one of the following radio buttons to filter the displayed Addresses. The available options will change depending
upon the Type chosen.

User Address Properties
arthurp@

nusic.com

Type Internal Extension v

Label Arthur

Address arthurp@erbmusic.com

PBX Node Default .

¥l set As Default

¥ Trusted
Identification

¥ Message Light Assignment
Phantom
CTI Monitored

Type: Select the type of address to add to the mailbox from the dropdown menu.

Label: Provide a human readable name for this address.

Address:Enterthefullemailaddress.

PBXNode: From the dropdown menu, select the PBX node thatthe extension resides in.

Set as Default: Enable this checkbox to make this address the default for the current Mailbox.

Trusted: Enable this checkbox to assign this extension as a trusted number for voice verification features.
Identification: Enable this checkbox to use the defined external number as an Identification Number. The
Identification Number can be used as an alternative method to log in to the Mailbox when Voice Verification is
enabled on the system.

MessageLight Assignment: Thischeckboxtoenablesmessagelightsonthephoneconnectedtothisextension.
Phantom: Enable this checkbox to make the current extension a phantom extension. A phantom extension is not
connected to an actual phone but can still be used to play greetings and accept messages.

CTI Monitored: This feature is not currently available.

24
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Current Location Settings

The Locations tab of Mailbox allows you change the location status of the Mailbox and also modify the list of locations
defined for the current Mailbox.

Current Location

Use my Location Calendar: Select thisradio button to automatically setthe location according to the calendar
schedule.

Override my Location Calendar and set Current Location: Select this radio button to manually define a location
for the current Mailbox. You must also define the following options.

Current Location

Location: From the dropdown list, select the desired location for the Mailbox.

Availability: From the dropdown list, specify the availability of the Mailbox.

Phone Number: From the dropdown list, select the current phone number that will be associated with the Mailbox.

Override Availability Filters: Enable thischeckbox to havethe systemoverride the availability filter settings

associated with the selected location.

AppearUnavailableifno CallerID:Enable thischeckboxtohavetheuserappearunavailableifnocallerIDis given
onincoming calls.

| will be at this Location

Until I Change my Location: Select this radio button to keep the defined location settings until they are manually
changed.

Until Next Scheduled...: Selectthis radio button to keep the defined location settings until the next scheduled
activity on the calendar occurs.

Till: Select this radio button to keep the defined location settings until the designated time. The location will change
to the calendar schedule when the defined time is reached.

25
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Directory Listing

TheUC server allows the Mailbox user to create nicknames and store them inthe company directory. A callercanthen
spellthe user's name or speak the name to the speech enabled automated attendant.

The Mailbox must be in a Feature Group that has the company directory feature enabled. The Mailbox will then be
accessible via ASR (Automatic Speech Recognition). In the Mailbox, a user can define multiple names that are used for
directory purposes (e.g. first name, last name, maiden name).

When a Mailbox is created and the first name, last name and username are specified, the information is automatically
input to the Directory List screen.

o
o
o
— O
Note: The basic ASR license supports names. Please check your ASR license forthe number of names

your system will support and upgrade the license if necessary.

Note: The Mailbox must be in a Feature Group that has the Company Directory feature enabled.

To add a new directory listing, click New Directory, then enter the details for the new item.

Directory Listing

Directory Listing Johnny

26
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Language Options

Whilethelanguagesforthe Auto Attendantare controlledbythe systemsetting,youcanusethe Language Optionstabto
setup one or two languages for your mailbox prompts.

Before proceeding, make sure that support for multilingual features is turned onin OL Admin.

® Onthe Company settings > Advanced tab, enable Allow Multilanguage.

Cemgany
ol > @R «l«[»|n] olwlAale 2@
[ e | P |
Company Langusges | £ 0 /Crarret Aasgreent |
Adn Brsadcast Menages | Sprcheorazaton Ogtiors | SpeechOptore |
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Primary Language: Selectthe language to be used as the main language for your mailbox prompts.
SecondaryLanguage: Selectthe languageto be used as an alternate language for your mailbox prompts.

Multilingual: From the dropdown menu, choose the order the prompts will be played: Primary only, Secondary only,
Primary then Secondary, or Secondary then Primary.

When an external caller reaches your mailbox, they will hear your mailbox prompts (e.g. “Please leave a message atthe
tone.”) in the order chosen under Multilingual.

When an internal caller reaches your mailbox, the voice server will scan their mailbox language preferences and play the
prompts in the appropriate language.

Important: The appropriate languages must be installed on the voice server before they will be available
here. Additional languages can be purchased as part of your Officelinx license.
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Manage Users: Locations

Use the Locations tab under Manage Users to review your currently available locations.
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Editan existinglocation, or click New Location to create and configure anew one.

General Options

Description: Enter atitle for the currentlocation.

LocalLocation (withinthesametimezone):Enablethischeckboxifthelocationyouarecreatingisinthesame
time zone as your primary location.

Default Availability: From the dropdown menu, select the default availability for the location.

New Address: Click on this button to add an address to the current location. Select an address from the dropdown
lost of available options.
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Location Greetings

Default: Select this radio button to play the default greeting when the user is in the current location.

Automated Name and Location: Selectthis radio button to play an automated name andlocation greeting when
the user is at the current location.

Location Greeting: Select this radio button to play the currentlocation's greeting when the user is at thatlocation.

Do Not Allow skip Greeting: Enable this checkbox to force the callerto listen to the entire greeting unless they
disconnect.

Do NotAllowLeaveMessage: Enablethis checkboxtopreventthe caller fromleavingamessage inthe Mailbox as
long as the location is set to the current location.

Hang up After Greeting: Enable this checkbox to hang up on the caller right after playing the location greeting.

AvalilabilityFilters

When Available

Appear Available to Anyone: Selectthis radio button to appear available to everyone when setto available atthe
current location.

AppearUnavailableto: Selectthisradio button to appearunavailable according to the settings defined below when
set to available at the current location.

Select the All Internal Calls check-box if you want to appear unavailable for all internal calls. If there will be
exceptionstothisrule, click Except...and choosed your exceptions.

Selectthe All External Calls check-box if you want to appear unavailable for all external calls. Ifthere will be
exceptionstothisrule, click Except...and choosed yourexceptions.

Selectthe All Contacts Calls check-box if you wantto appear unavailable for all calls from contacts. Ifthere will
be exceptionstothisrule, click Except...and choosed your exceptions.

AppearUnavailabletoOnly this List: Selectthisradio buttonto appearunavailable to a specificgroup of people
even when you are available. The list may be defined by clicking on the ellipsis button B on the right.
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When Unavailable

AppearUnavailable to Anyone: Selectthisradio buttonto appearunavailable to everyone when setto unavailable
at the current location.

Appear Available to: Select this radio button to appear available according to the settings defined below when set
to unavailable at the current location.

Selectthe All Internal calls check-box if you want to appear available for allinternal calls. If there will be
exceptionstothisrule, click Except...and choosed your exceptions.

Selectthe All External Calls check-box if you want to appear available for all external calls. Ifthere willbe
exceptionstothisrule,click Except...and choosed yourexceptions.

Selectthe All Contacts Calls check-box ifyou wantto appear available for all calls from contacts. Ifthere will be
exceptionstothisrule, click Except...and choosed your exceptions.

Appear Available to Only this List: Selectthisradio button to appear available to a specificgroup of people even
when you are available. The list may be defined by clicking on the ellipsis button [j on the right.

Find Me Rules

When an incoming call arrives at your extension, the Find Me Rules determine how the UC System will route the call if you
are not currently at your desk.

Find Me Rules

Only Call First Numbeer... : Select this radio button to find the user only at the first number assigned to current
location.

Call Each Number... : Select this radio button to find the user at each of the numbers assigned to current location in
sequence.

Call All Numbers... : Select this radio button to find the user at all numbers assigned to current location
simultaneously.
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Find Me

Automatically Find me: Selectthis radio button to have the system automatically search for the user.

Askcaller to Find me: Select thisradio button to have the system ask the caller if they want the system to search for
the user.

Click Add Exception Rule to choose which callers will have a different rule applied.

AssignMy CallRules

AssignMyCalls to:Enablethischeckboxto have yourcalls assigned to another Mailboxinthe same Company. Enter
or select the Mailbox from the dropdown menu.

PlayGreetingBefore Transferring:Enablethis checkboxto havethe greetingplayed beforeacallistransferred.
You may specify the type of greeting to be played below.

Play Namefollowed by name of person the call is assigned to: Select this radio button to have the system
explicitly state who the user is assigning the call to before transferring the call.

Play this greeting: Select this radio button to select a specific greeting from the dropdown menu to play before
transferring a call. If applicable, select the language of the greeting from the Language to play dropdown menu.

Exception List

Create rules that provide exceptions to the Find Me Rules listed above.
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Manage Feature Groups
General Options

The General Optionstab allows youto configure identification andlocalized settings.

Number: Enter the number that will be assigned to the Feature Group. By default, the next available number will be
assigned to a new Feature Group. The range of possible Feature Group numbers is 1-999.

Name: Enter a name for the Feature Group.

Caller Language: From the dropdown menu, select the defaultlanguage that the caller is greeted by if the caller
does not choose a language when prompted by the automated attendant.

Message Format: From the dropdown menu, select the format the messages will be stored and played back in.

Note: If you are integrating IBM Notes with the UC system you must select the WAV format and must use
the DialogicJTCvoicecard.

Note: The message format selections available are defined by the type of board drivers that are loaded on
the system.

Note:Ifsettothe WAVMSGSM6106,6108,61011orWAVETPGSM6106,6018,61011 formats, the user will
not have full Control Key capabilities when using the Telephone User interface. Using the WAVGSM*
formats will disable the fast-forward and rewind capabilities while listening to a message.
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Mailbox Language

PrimaryLanguage: Selectthelanguagetobeusedasthemainlanguageformailboxpromptsforallmembersofthis
Feature Group.

SecondaryLanguage: Selectthe language to be used as an alternate language for mailbox prompts for all members of
this Feature Group.

Multilingual: From the dropdown menu, choose the order the prompts will be played: Primary only, Secondary only,
Primary then Secondary, or Secondary then Primary.

Important: Multilingualfunctionality mustbeturned onin OL Admin.

Onthe Company settings > Advanced tab, enable Allow Multilanguage.

When an external caller reaches the mailbox of a member of this Feature Group, they will hear the mailbox prompts (e.g.
“Please leave a message at the tone.”) in the order chosen under Multilingual.

When an internal caller reaches a mailbox, the voice server will scan their mailbox language preferences and play the
prompts in the appropriate language.

Important: The appropriate languages must be installed on the voice server before they will be available
here. Additional languages can be purchased as part of your Officelinx license.

Storage Options

Storage Options allows you to configure message storage settings that will be enforced on the Mailboxes associated with
this Feature Group.

MaximumNumber ofMessages: Enterthe maximumnumber of messages that are allowed foreach Mailbox
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associated with the current Feature Group. The defaultis 200, and the maximum value is 32,000.

Hint: The maximum messages value should be based on the needs of the user. You should allow more than
enough message storage space for each user to make sure that no messages get lost when a Mailbox reaches
capacity. Ten megabytes of hard drive space is equal to approximately one hour of voice message storage.

Note: The maximum value for this field is ignored if the mailbox is synchronized with an email
environment.

Warning: Users may experience performance degradation with mailboxes having more than 32,000
messages.

Mailbox almost Full Pop up: Fromthe dropdown menu, selecta percentage value at which the users will be
notified that their Mailbox is almost full in Web Admin.

MaximumMessage Length: Enterthe maximumlength oftime (inseconds) thatarecorded message canbeforany
given Mailbox within the Feature Group.

Note: This number is specified in seconds. This value should be set higher than the anticipated message
length to ensure that callers are not disconnected in the middle of a message.

Maximum Greeting Length: Enter the maximum length of time (in seconds) thatarecorded greeting can be forany
Mailbox within the Feature Group. The maximum greeting length is 600 seconds.

Days to Keep Unread Messages: Enter the number of days (1-32767) the system will store unread messages before
moving them to the deleted items folder. The default is 14 days.

Days to Keep Read Messages: Enter the number of days (1-32767) the system is to store read messages before
moving them to the deleted items folder. The default is 14 days.

Days to Keep Sent Messages: Enter the number of days (1-32767) the system will keep sent messages before
moving them to the deleted items folder. The default is 14 days.

Days to Keep Deleted Messages: Enter the number of days (1-32767) to keep deleted messages in the deleted
items folder. The messages are permanently deleted when they are removed from the deleted items folder. The
default is 14 days.

Days to Keep Call History: Enter the number of days to keep the call logs forinbound and outbound calls.

DaystoLockMailboxwithnoActivity:Specifythenumberofdaysthatanewvoice,textorSMSmessagecanbein
the inbox and Unread before the mailbox is deemed Inactive and security locked by the system. Mailboxes locked
inthis mannerwillhavetheir presencesetto ,andthe ownerwillbeflaggedas
This event is also triggered if there is no activity (incoming or outgomg) in the mailbox for the specified number of
days. Enter 0 to disable the option.

Maximum ConversationLength: Enter the maximum Iength oftime (in minutes) thataconversationcanbe
between two parties before the call is ended by the system. The default is 60 minutes.

Note: The call needs to be supervised (e.g. trombone transfer) in order for the system to restrict the
conversation length.
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Notification Options

Notification Options allows you to configure Message Waiting Lightindicators along with paging and other outside
notificationmethodsthat are enabledfor new messages. These settings willbe enforced onthe Mailboxes associated
withthis Feature Group.

MessageLight Activation: Enable this checkbox to allow the message waiting lightto be turned on under the
conditions specified.

Note: If you have telephone sets that provide for message waiting lights as well as some that do not, make
sure that separate Feature Groups are assigned for each type of set. De-select Message Lights for the
Feature Group that does not have message waiting lights.

If you have any Mailboxes that do not have a corresponding telephone extension (for example, phantom
Mailboxes that are used for Voice Menus, guest Mailboxes), do not enable this feature, as there are no
message lights to activate.

ONFor All Messages: Enable this checkbox to turn onthe message waiting light (send ON code) when a message
arrives.

OFF For All Messages: Enable this checkbox to deactivate the message waiting light (send OFF code) when at least
one new message is read.

OFF When No New Messages: Enable this checkbox to deactivate the message waiting light (send OFF code) when
no new messages are in the user's Mailbox.

Number of ON Retries: Enter the number ofretries the system will attempt when activating message light fails.
Number of OFF Retries: Enter the number of retries the system will attempt when deactivating message light fails.
ON Between Retries: Enter the duration (in minutes) that the system will wait in between attempts to activate the
message light.

OFF Between Retries: Enter the duration (in minutes) the system willwait between attempts to deactivate the MWI.
ON Code: Enter the code required to turn on message waiting lights.
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OFF Code: Enter the code required to turn off message waiting lights.

Note: The ON Code and OFF Code fields should be used in situations where the code is too long to be input
in the ON Code field in the PBX Message Light tab (usually MCI). As well, for multi-PBX configurations,
different codes must be used for different PBXs. In this situation, certain Feature Groups can be assigned to
a message waiting light code that reflects the different PBXs being used.

Channels: Enter the channel number that will be used to send message waiting light notifications.
Message Light Type: Selectone of these options.

All: Enable this checkbox to send MWL code for all types of messages.

Fax: Enable this checkbox to turn on message lights only for new fax messages.

Voice: Enable this checkbox to turn on message lights only for new voice messages.

Outcalling Options

Beeper: Enable this checkbox to send notification messages to a pager when a new message arrives.
Outcall: Enable this checkbox to send notification messages to a telephone when a new message arrives.

Web Admin

Long Distance: Enable to send notification messages to a telephone (long distance) when a new message arrives.

E-mail: Enable this checkbox to send notification messages to an email when a new message arrives.

Transfer Options

Transfer Options allows you to configure the way in which the calls are handled. Transfer Options include Call Screening,
Call Forwarding, Busy Hold, Call Queuing, and Paging Capabilities, either before the call is transferred or after the caller

has reached the Mailbox.
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Call Screening: Enable this checkbox to allow Mailbox users in this Feature Group to use Call Screening. Before
initiating a transfer, the system will ask the caller for their name. When the recipient picks up, they will hear the
recorded name and can decide what to do with the call.

Call Forwarding: Enable this checkbox to allow Mailbox users in the Feature Group to use Call Forwarding. When
someone calls a Mailbox user, instead of ringing the Mailbox user's location, the system will forward the call to the
person s/he has defined in their Mailbox.

Playrecord Conversation Warning: Enable this checkbox to notify the callers thatthe callisbeingrecordedifthe
recipient has recording enabled.

Busy Hold: Enable this checkbox to give callers the option to either hold for the extension, leave a message for that
extension, or try another extension if the called Mailbox is busy. While on hold, callers may leave a voice message
by pressing

Note: This feature is only available on telephone systems that provide a busy tone. Most telephone sets
with multiple extension appearances do not produce a busy tone.

Call Queuing: Enable this checkbox to allow Mailbox users in the Feature Group to use Call Queuing. If someone
calls a busy extension, they are given the option to be placed in a queue to hold or leave a message.

Note: Call queuing is available only on telephone systems that provide a busy tone. Most telephone sets with
multiple extension appearances do not produce a busy tone.

Camp On: Enable this checkbox to allow Mailbox users in the Feature Group to use Camp On. If someone calls a
Mailbox user who is on the phone, they can press * to be notified when the Mailbox user has finished their current
call.

Forced Messaging: Enable this checkbox to force the callerto press a key before they can leave a message. Ifthisis
disabled, the system will automatically starting to record a message after the mailbox greeting. This option can
help to reduce the number of blank messages left on the system.

Pre TransferPaging: Enable this checkbox to allow Mailbox usersinthe Feature Group to use Pre Transfer Paging.
Before a call is transferred to a Mailbox user, the system will page the user first.

Post TransferPaging: Enable this checkbox to allow Mailbox usersin the Feature Group to use Post Transfer
Paging. If the Mailbox user is not available, the caller can page the user again.

Get Caller ID: Enable this checkbox to send a pop up screen with the Caller ID information to the Mailbox user when
they receive an incoming call.

Play Nameduring Transfer: Enable this checkbox to play the Mailbox user's name whenthe calleris being
transferred to the Mailbox.

Confirm Nameduring Transfer: Enable this checkbox to confirmthe Mailbox user'sname when acalleris being
transferred to the Mailbox.

Auto Attendant

Try Other Extension After: Enable this checkbox to give callers an option to try another extension aftertheyleave a
message in the Mailbox.

Notify User of Transfer: Enable this checkbox to notify the Mailbox user of an incoming call transfer.

Enhanced Call Control

Internal Extension: Enable this checkboxto allow usersto have access to Enhanced Call Control features from their
internal phones.

External or External/internal (Find Me) Extension: Enable this checkbox to allow Mailbox users to have access to
Enhanced Call Control features from their external phones or phones that they are connected to through the Find
Me/Follow Me feature. Users must be dialed through the auto attendant in order for them to have access to
Enhanced Call Control.
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Paging Zone

Transfer Code: Enter the transfer code required for paging.
Account Code: Enter the account code required for paging.
Release Code: Enter the paging release code.

Delay Time: Enter the time (in seconds) that the server is to wait before it transfers the caller to the specified
extension after the user is paged.

TransferTypes

TheTransfer Types tab allows administrators to configure the rules associated with transfers that occur between the
serverand any of the defined extensions.

Warning: Only one transfer option (in each of Internal and External supervision groups) may be selected per
Mailbox group.
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Internal Supervision

None: Select this radio button to transfer calls to extensions without supervising the call (blind transfer). The caller
being transferred to an extension is placed on hold while the system makes the connection. The caller is then
released to the telephone system and is no longer in control of any of the actions. Calls may be transferred back to
the system if the telephone system has the ability to return the callers if the extension is busy or unavailable.

Busy: Select this radio button to supervise the call while the caller is being transferred to the extension. The caller
being transferred to an extension is placed on hold while the system makes the connection. If the extension is
busy, the system instructs the caller to leave a message. However, if the extension is not busy and a ring signal is
heard, the caller is released to the telephone system and is no longer in control of any of the actions. Calls may be
transferred back to the system only if the switch has the capability to forward calls on a No-Answer condition.

Note: Under IP integration the Busy and Busy/NA option will operate in the same manner.

Language: Select this radio button to supervise the call while the caller is being transferred to the extension, and
keep a record of the language selection that the caller has made. When the caller returns to the system (failed

transfer orreturn to system), they will hearthe menuinthe selected language.

Note: The port used for supervised transfers will not be available to receive any calls as long as the
supervisionis active.

Busy/NA: Select this radio button to supervise the call while the caller is being transferred to the extension. The
caller being transferred to an extension is placed on hold while the system makes the connection. The system
checks for both the busy and the no answer conditions and informs the caller of the options available to them

when either situation arises.

Note: The port used for supervised transfers will not be available to receive any calls as long as the
supervisionis active.

Number of Rings: Enter the number of rings that the server will detect before returning the caller to the system. In
most scenarios this value is set to 0 which means that the value configured in the PBX is used. You may enter a
different value here to override the PBX value but the value must be lower than what is currently configured in the

PBX.
TransferValidation prompt: Enable thischeckboxtohave the system promptthe extensionbefore transferring the

caller.
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External Supervision

None: Select this radio button to transfer calls to extensions without supervising the call (blind transfer). The caller
being transferred to an extension is placed on hold while the system makes the connection. The caller is then
released to the telephone system and is no longer in control of any of the actions. Calls may be transferred back to
the system if the telephone system has the ability to return the callers if the extension is busy or unavailable.

Busy: Select this radio button to supervise the call while the caller is being transferred to the extension. The caller
being transferred to an extension is placed on hold while the system makes the connection. If the extension is
busy, the system instructs the caller to leave a message. However, if the extension is not busy and a ring signal is
heard, the caller is released to the telephone system and is no longer in control of any of the actions. Calls may be
transferred back to the system only if the switch has the capability to forward calls on a No-Answer condition.

Note: Under IP integration the Busy and Busy/NA option will operate in the same manner.

Busy/NA: Select this radio button to supervise the call while the caller is being transferred to the extension. The
caller being transferred to an extension is placed on hold while the system makes the connection. The system
checks for both the busy and the no answer conditions and informs the caller of the options available to them
when either situation arises.

Note: The port used for supervised transfers will not be available to receive any calls as long as the
supervisionis active.

Number of Rings: Enter the number of rings that the server will detect before returning the caller to the system. In
most scenarios this value is set to 0 which means that the value configured in the PBX is used. You may enter a
different value here to override the PBX value but the value must be lower than what is currently configured in the
PBX.

Centrex: Enable this checkbox to supervise a transferred Centrex line so that the system can send the call back to
the server if there is no answer.

TransferValidation Prompt: Enable thischeckboxto have the system promptthe extensionbefore transferringthe
caller.

Outdialing Validation Prompt: Enable this checkbox to have the system promptthe extension before forwarding
according to outdialing rules.

Screen Pop Duration & Pre-Transfer Event

Ring: Select this radio button to present the caller with a ring. Enter a length of time value (seconds) in the field.
Music: Select this radio button to present the caller with the system default music. Enter a length of time value
(seconds)inthe Popup Durationfield.

Custom File: Select this radio button to present the caller with the a custom sound. Enter the path to the audio file.
Numberof Times to Repeat Prompt: Enter the number oftimes you wantthe system to repeatthe validation
prompts.
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Mailbox Options

Mailbox Options allows you to configure the level of features that the Mailboxes associated with the current Feature
Group can utilize.
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Note: For some functions, the Feature Group only gives the authority to enable the setting from the
Mailbox properties. These functions must be manually added to the Mailbox after authorizing from the
Feature Group.
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Settings Available to End user

Change Location: Enable this checkbox to allow users in the Feature Group to change theirlocation in iLink Pro
DesktopandWebAccess.

Distribution Lists: Enable this checkbox to allow members of the Feature Group to use distribution lists.

ModifyPublicDistributionList:\Whenenabled,theuserwillhaveaccess(add/deletemembers,create/remove
lists) to a public distribution list on the system using Web Access. Ifdisabled, users can access the list but not make
changes toit.

Multilingual: Enable this checkbox to allow users in the Feature Group to record greetings for multiple languages.
The user will be prompted to select the language to record the greeting for.

Record AlliIncoming Calls: Enable this checkboxto allow usersinthe Feature Group torecord allincomingcalls.
Record Conversation: Enable thischeckbox to allow users to record a telephone conversation, bothincoming and
outgoing calls. Recording function is managed through the iLink Pro Desktop.

Wakeup Call: Enable this checkbox to allow users in the Feature Group to manage wakeup calls.

ViewGeolLocationData:Enablesthe ShowonaMapfeatureiniLink Pro. Users canclickthatitemandseeyour
location through Google Maps. When disabled, this menu item is not available.

Settings Activated by the Administrator

Allow Live ReplyCallBack: Enablethischeckboxtoallow Mailbox users touse the "CallBackto Sender" TUlaction
after listening to a message.

Allow Multiple TUIl Access: Enable this checkbox to allow two or more userstologinto a single Mailbox account at
the same time. This feature is intended for shared/public Mailboxes.

Directory: Enable this checkbox to allow users to be listed both in the dial-by-name directory and the complete
directory. The dial by name directory is set up in ascending order with respect to Mailbox number. Callers may
access the dial by name directory by pressing the * key when they reach the auto attendant, or they may listen to
the complete company directory (arranged in ascending order according to Mailbox number) by pressing the * key
asecond time.

Do not Check Password: Enable this checkbox to skip the password check. The user will be sent directly to the TUI.

AskForPassword (InbandLogin): Enable to promptthe usersto enter their passwords every time theylogin.

Forced Tutorial: Enable this checkbox to prohibit users from picking up messages until they have completed the

tutorial.

GuestMailbox: Enable this checkboxto utilize a simplified messaging menu.

Hide On Send List: Enable this checkbox to hide all Mailboxes associated with the current Feature Group from the
directory which is used to search users in iLink Pro Desktop and Web Access.

LanTalk: Enable this checkboxto allow users tosend andreceive Chatmessages.

Press StartoLoginto AnotherMailbox: Enable this checkboxtoallow users tologintoanother Mailbox atthe
Password Request prompt when they dial into the system by pressing

Shared Extension: Enable this checkbox ifthe users in this Feature Group are sharing extensions. Ifthe systemis
dialed from a shared extension, the system will ask for the Mailbox number to log in to. If someone calls a shared
extension, when the phone is answered, the system will say who the call is for.

WebAccess:Enablethischeckboxtogivetheusers WebAccesscapability.

Web ClientMessaging:Enable thischeckboxtoallowusers tohave messaging capabilities (email, voice mail, fax
mail) while using Web Access. Users will have no access to theirinbox from the Web Access if this feature is
disabled.

DisallowEmbeddedLogin:Clientapplications,suchasiLink Pro,canlogintothevoice serverautomaticallyonce
configured. Enable this option to force users to login each time they connect through an app.

Web Tutorial: When enabled, the user will be forced to complete the web tutorial to setup their account.
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Message Options

The Message Options tab allows you to configure comment attachments to messages, as well as message sending
information.

Confirm Delete: Enable this checkbox to have the users prompted to confirm the deletion of a message.
Note: If Message Recovery is active any message that has been deleted may be reclaimed on the same day.

ConfirmationRequest-CertifiedMessage:Enablethischeckboxtoinstructtheservertopromptuserstosenda
standard or certified message.

Future Delivery: Enable this checkbox to allow users to schedule a message delivery ata later date.

ShowMessage Count: Enablethischeckboxtohave Web Access display howmanyunread messagesareinthe

Mailbox user's Inbox. Also, when a new message notification appears in iLink Pro Desktop, it will display the
number of unread messages in the Inbox.

Allow Reply to all Recipients: Enable this checkbox to allow users to Reply All when replying to a message.

Attach Comment on Reply: Enable this checkbox to attach the original message body to the new message body

when replying.

Send All Comments: Enable this checkbox to indicate whether or not to send all attachments of the original
message when forwarding.

Verify Sending Destination: Enable this checkbox to verify the destination of outgoing messages.

Automatic Message Forwarding - Web Client: Enable this checkbox to allow messages received by this Feature
Group to be forwarded to other Mailboxes and extensions.

Allow to Attach Voice Menu when Sending Message: Enable this checkbox to allow users to attach avoice menu
along with the messages. This feature can be activated in the Voice Menu or the TUI. At the end of message
playback, the recipients will be sent to the attached Voice Menu instead of the typical end of message menu.

Cancel Auto Forwarding Only when Message Saved or Deleted: Enable this checkbox toinstruct the serverto
cancel auto forwarding if the message has been saved or deleted.

Message Send Inter-Digit Delay: Enterthe number of seconds thatthe server will waitwhile the useris enteringa
message before it decides that the caller has finished.

When Sending a Message ask for Mailbox Number: From the dropdown menu, choose the option to select the
destination Mailbox either before (first) or after (last) recording the message.
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Synchronization Options

Synchronization Options allows you configure the IMAP account for all Mailboxes associated with the current Feature
Group. If you are using a superuser account with an Exchange server, this is where you enter the credentials.
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IMAP Options

IMAP Account: Enter the Exchange superuser account name.

Account Password: Enter the password for the superuser.

ConfirmPassword:Re-enterthe superuserpasswordforconfirmation.

Sync Server: Selectthe IMAP server fromthe dropdown menu. The IMAP servers are defined inthe chapter Security
Enhancements on page 507.

CalendarMode:Fromthedropdownmenu,selectNonetonotsyncanycalendarentries, Syncwithmailserverto
synccalendar entriesbetween UCserverand Exchange or Gmailservers,or Outlookclientcalendartosync
calendar entries between UC server the Outlook email client. Outlook client calendar requires the user to be
logged into iLink Pro Desktop and that a version of Outlook compatible with UC Client forms is installed.

Maximum Connections: Enter the maximum number of failed system connection attempts that can occur before
the user is locked out.

Note: It is recommended that this number is kept fairly high (1000+). The user can get locked out when, for
example, the IMAP or email server goes down and there is no possibility of establishing a connection. This

can happen on a re-boot.

Maximum Number of Logons: Enter the maximum number of failed system logons to the IMAP server thatcan
occur before the user is locked out.

Note: This number should be less than that specified in the user’s NT account for locking an account.

Send URL: From the dropdown menu, select the type of messages that you wish to use the Send URL feature with.
Send URL will send a link of the attached files (rather than the actual file itself) for selected type of messages. This
feature may be used as a security measure, in addition to reducing bandwidth usage. This feature requires
additional configuration setup which can be found in Security Enhancements on page 507.

Source Settings

Connectto Avaya Aura Messaging through the Message Sync Source configured under System Settings.
Source Account: Type in the username for the Sync Source.
Source Password: Enter the password for the source.
PasswordConfirmation: Re-enter thesourcepassword forconfirmation.
Source: Type in the URL for the source server.

Synchronization Settings

Inboxfolder: Enable this checkbox to synchronize the messages in the Inbox folder between the IMAP server and
the UC server. This is enabled by default.

Call History: Enable this checkbox to synchronize call history from the UC server to the IMAP server.

SystemFolders:Enablethischeckboxtosynchronize messagesindefaultsystemfolders(e.g. Inbox, Sent, Deleted)
between the IMAP server and the UC server.

CustomFolders: Enable thischeckboxto synchronize messagesin customfolders (i.e. user created folders)
between the IMAP server and the UC server.

Note: Once IMAP synchronization is enabled and configured, the Inbox folder is synchronized at all times
between the IMAP and the UC servers.
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Note: In order for actions such as Copy and Delete to be available, checkboxes such as Sync folders and
Custom folders must be checked.

Contacts: Enable this checkbox to synchronize contacts if the email server is compatible with UC server.

Synchronization Priority: Fromthe dropdown menu, selectthelevel of priority for IMAP Feature Group

synchronization. This field will work relative to other Feature Groups. For example, all FGs with Maximum priority

will sync messages quicker than the FGs with Medium or Minimum setting.

Messages per Sync Cycle: Enterthe number of messagesthatthe serverwillattemptto synchronize duringeach
synchronization cycle.

Note: The numberyou enterinthis field depends on how evenly messages are distributed between all
Mailboxes. The higher the number in this field, the longer it will take the server to start processing
messages forthe nextMailbox.

TSE Location: Enter or select the location of the UC TSE Cache Manager. This is only required if your TSE server is
different from the UC server (e.g. using a stand alone TSE server).

Local directory images will be overridden with

iLink Pro and iLink Pro Desktop include contact pictures if they have loaded a picture onto their Google profile. Image
Directory Settings controls how the UC server deals with updated picture files.

Remote directory images, except non-existing: Picture files that are already in the storage directory that have
changed since the last update will be downloaded.

All remote directory images, including non-existing: All picture files for contacts will be downloaded to the image
directory.

Only images that are not present in local directory: Picture files that are not already in the image directory will be
downloaded.

DID Options

The DID Properties tab lets you to select specific features for incoming DID calls.
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Settings on Receiving DID Calls

Play Prompt: Transfer to: Enable this option to have the default transfer prompt played when a DID call comes in.
Play Pre Transfer Sound: Enable this checkbox to play the default pre-transfer sound forincoming DID calls.

Call Screening: Enable this checkbox to instruct DID callers who wish to transfer to an extension to state their name
at the tone.

Camp On: Enable this checkbox to enable the Camp On feature. When this function is enabled and the extension is
currently busy, the caller may choose to be alerted when the user hangs up and the extension becomes available.

CallQueuing:EnablethischeckboxtoplaceincomingDID callsinaqueuewhenanextensionisbusy. Callersare
informed of their position in the hold queue and are given opportunities to either continue to hold or leave a voice
message.

Caller ID Popup: Enable this checkbox to have the Caller ID of the DID callers pop up when their call comes in.

CallForwarding:Enable thischeckboxtoenable callforwardingon DID calls.

DID Re-route Options & Internal Calls Using CTI

No Reroute: Select this radio button if DID/Internal calls are not to be forwarded on the UC system. Incoming calls
will advance no further than the number originally dialed. This is the default option.

Forward calls to UC (location): Select this radio button to exploit the UC server’s Find Me/Follow Me abilities.
Incoming calls will search for the intended recipient according to a previously specified path.

Forward Calls to Default Address: Select this radio button to re-route the call to the default address defined in the
Mailbox.

Hunt Group: Enter the number to be dialed to access DID messages.

Manage Voice Menus

Voice Menus are used to allow callers to interact with the voice server. Voice Menus contain actions that can be
performed when a specific key on the telephone is pressed. These actions are defined during the creation of the Voice
Menu and are deployed in a variety of places (e.g. Company Greeting, Mailbox Greeting, Message Sending, Outcalling,
etc.) and can be modified at any given time. Schedules can be applied to these menus, allowing a greater degree of
flexibility in controlling the caller's capabilities.
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Adding/Editing a Voice Menu

Click New Voice Menu, or click the Edit button beside an existing menu to access its configuration settings.
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Menu Settings

Default to Company: Enable this checkbox to make this Voice Menu the default Voice Menu for the company. The
company will use this menu by default even if there are no Voice Menus assigned manually from the company
properties.

Default to Mailbox: Enable this checkbox to make this Voice Menu the default Voice Menu for all Mailboxes. Configuring a
Voice Menu at the mailbox will override this setting (Mailbox > Advanced tab).

Number: This field is automatically generated when you add a new Voice Menu and cannot be changed.

Name: Enter the name of the Voice Menu. This is for your reference and has no impact on performance.

Note: Each voice menu file can have unlimited sub menus. You must begin the administration of Voice
Menus in sub menu 1.

Available for Outcall Services: Enable this checkbox to have this Voice Menu usable for Outcall Jobs.

Generate Report: Enable this checkbox to have the system log the statistics of the Voice Menu on how many times a
particular action is chosen.

Note: Even if Generate Report is disabled, the table will appear in the logs but it will not be populated.

Allow ASR Digit Recognition: Enable this checkbox to allow callers to say the key they want in addition to pressing it.
Manage Submenus

Submenus are used to create multiple actions for a Voice Menu. For example: a Q&A script, an account code verification,
or an IVR with password verification. All such applications would be created in a voice menu with multiple layered
submenus to process the caller selection.
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Note: While there are no hard limits on the number of submenus you can create, having too many
submenus can have an impact on system performance.
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Click Add New Submenu, or click Edit beside an existing submenu.

Extension Dialing: Enable this checkbox to allow callers in the current Voice Menu to be transferred directly to a
Mailbox. The extension must be entered before the Timeout value is reached.

Sub Menu Number: This number is generated automatically when you add a new sub menu.

Description: Enter a description for the current submenu. This is for reference only and has no affect on performance.
Sub Menu Phrase: From the dropdown menu, select which greeting you want the phrase applied to. There are several

options:

Salutation Function

Nothing No greeting is played.

CompanyActive Greeting Plays Fhe actlv.e greet.lng ofthe automated attendant thatthe voice
menuis associatedwith.

Company Salutation Plays a selected prerecorded company greeting.

Mailbox Active Greeting Plays .the act!ve greeting for the Mailbox that the Voice Menu is
associated with.

Mailbox Customized Greeting Plays a selected customized greeting.

Phrase: From the dropdown menu, selectthe phrase to apply to this greeting.
Number of Retries: Enter the number of incorrect attempts a caller can make before they are disconnected.

Timeout (msec): Enter the amount of time (in msec) that the system will wait before processing the caller's input. If the
caller did not enter anything, the system will perform the default action.

Note: The default value is . A value of 0 is not permitted. However, if you want the default action to
take effect immediately, you can enter a value of or
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Voice Menu Actions

The Voice Menu must have actions assigned to the DTMF keys to function. The actions are added to a DTMF key by
clicking Editbeside the key.

BEEEEEEEEEEEEA

Default

Note: The Description field in most of the actions are for report / logging purposes, as is the Question Label
field which appears in some of the outcall related actions. You should fill these fields to make reports and
logs easier to understand.

AskPassword

This action prompts the caller for a pre-defined password before granting access to the sub menu. The password must be

numeric.

Action Propenes

DTMF Key: This displays the key that this action will be assigned to.
Password: Enter the password the caller mustenter before granting access to the selected sub menu.

Next Sub Menu, when Valid: From the dropdown menu, selectthe sub menuin the current Voice Menu to send the
caller to when the entered password is correct.
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Ask Pin Number

This action prompts the caller to enter their Pin Number. The system will verify the number against the Pin Number
Routing Table and route the call accordingly. If the number is incorrect, the caller will be brought to the defined invalid

SubMenu.

Next Sub Menu, When Invalid: From the dropdown menu, selectthe sub menuin the current Voice Menu to send the
caller to when the entered Pin Number does not exist.

Phrase: From the dropdown menu, select the phrase to prompt the caller for their Pin Number.

Note: This is a custom prompt and needs to be recorded manually.

Number of Retries: Enter the number of times a caller may fail to provide a valid Pin Number before being
disconnected.

Ask Question

This action is used for a Question & Answer script. It enables the system to ask the caller a question and record their
response. The results of the Q & A session will be sent to the defined Mailbox.

After answering the question, the caller will be brought to the defined next Sub Menu. In this way, you are able to link
several questions together and have the results sent to the defined mailbox in one results page instead of several.

Next Sub Menu: From the dropdown menu, select the Sub Menu to bring the caller to after they have answered the
question(s).

Mailbox: Enter the mailbox where the answers of the callers will be stored.
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Phrase: From the dropdown menu, select the phrase to play to ask the caller a question.

Note: This is a custom prompt and needs to be recorded manually.

Answer Type: From the dropdown menu, select one of the following.
Voice Message - Choose this optionto have the caller answer the question vocally.

DTMF - Choose this option to have the caller answer the question with DTMF keys. The length of the answer must
also be defined.

Beep Caller Phone Number

This action behaves like Send Beeper Message, an action that is available in all Mailboxes. A caller selecting this option is
prompted to enter his/her phone number using the telephone keypad. The DTMF digits that are entered are then sent to
the user's alphanumeric pager.

Note: The user must have an alphanumeric pager that is configured in the Notification section of the user's
Mailbox.

There are no additional parameters for this action.
Call Mailbox

This action allows you to transfer a caller to a specific Mailbox.

Mailbox: Enter the Mailbox to which the caller will be sent.

Language: From the dropdown menu, select the language you want the system to play when greeting the caller.

Disconnect

This action disconnects the caller from the system.

Choose whether or not the caller should hear a prompt before being disconnected.
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Get Destination from DB

This action is associated with the desktop call control Active X. It asks the caller for their PIN and sends the call
information to the Active X that has pre-defined actions and an integration setup.

Pin Number: Enter the PIN the caller must enter in order to continue.

Phrase: From the dropdown menu, select the phrase to play to ask the caller for their PIN.

Note: This is a custom prompt and needs to be recorded manually.

Next Sub Menu, When Invalid: From the dropdown menu, selectthe sub menu in the current Voice Menu to send the
caller to when the entered PIN does not exist.

Number of Retries: Enter the number of times a caller may fail to provide a valid PIN Number before being
disconnected.

Get Transfer Mailbox

This action allows callers to transfer directly from within the voice menu to a desired extension. When a caller selects this
action from a Voice Menu, they will hear the selected prompt, and then they can enter the mailbox number they want to
transfer to.

Phrase: Fromthe dropdown menu, selectthe phraseto play to ask the caller to enter the mailbox userthey wantto
transfer to.

Note: This is a custom prompt and needs to be recorded manually.
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Get Transfer Phone Number

This action allows the caller to transfer to a phone number that is off site. When the key for this action is pressed, the
callerwill hear the dial tone. They canthen enter the phone number and the system will execute the transfer.

Prefix: Enter the number that is required to access an external line.
Page Current Mailbox

This action allows the caller to page a specific Mailbox user.

Mailbox: Enterthe mailbox user to be paged.
Play Date and Time

This action is used to play the current date and/or time in the selected language.

Language:Fromthedropdown menu,selectthelanguageto playbackthe dateand/ortimein.
Date: Enable this checkbox to have the system play back the date.

Time: Enable this checkbox to have the system play back the time.
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Record Conversation

This action is used to initiate and record a conversation with a specific mailbox user.

Mailbox: Enter the mailbox user to initiate and record a conversation with.

Return to Customized TUI

This action allows a mailbox user to be brought back to their Customized TUI. The Voice Menu needs to be bound to a
mailbox user. At the mailbox greeting, press the key for this action and the caller will be brought to the mailbox user's
TUL

Send aMass Recall Message

Thisactionallowscallerstousethe Mass Recallfeature. Thechosenmailboxmusthavethenecessary Distribution Lists
configured so that the message is sentto theright people.

Mailbox: Enterthemailboxusertohavethe Mass Recallmessagesentto. Thismailboxmusthavetheproper
Distribution Lists setup.

Language: Fromthe dropdown menu, selectthe language to service the callerin.
Voice Menu: From the dropdown menu, select a Voice Menu to attach to the message. After the recipients listen to this
message, they will be brought to the selected Voice Menu instead of the default.

SendtoDirectory

This action sends the caller to the company directory.
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Send to Express Voice Mail

This action brings the caller directly to the mailbox user's voice mail. Instead of hearing the full mailbox greeting, the
caller will hear the mailbox user's name and the record tone.

Mailbox: Enter the mailbox user to which the express message is sent to.

Language: From the dropdown menu, selectthe language to service the callerin.

Send to Fax Malil

This action causes a fax message received at the number to be sent to a mailbox.

Mailbox: Specify the mailbox to route the incoming fax message to. If no mailbox is entered, and incoming fax will create
a desktop prompt for the destination.

Send Fax Start Tone

This action allows incoming callers to tell the system that they want to transmit a fax to the recipient. Selecting this option
will ready the system to receive the fax.

Mailbox: Enter the mailbox number that is to receive the fax when this menu item is selected.

Send to Login

This action allows the caller to log in to a mailbox. The system will first prompt them for the mailbox number and
password.

Current Mailbox: Enable this checkbox to automatically connect to the current mailbox.

Mailbox: Enter the mailbox user to which the caller will attempt to log in to.

Note: If nothing is defined in this field, the system will prompt for both mailbox number and password.
Else, the system will prompt just for the password.
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Send to Main Greeting

This action sends the call to the main company greeting.

Sendto Operator

This action transfersthe callerto the system defined operator. If the action was performed with a Voice Menu boundto a
mailbox, the caller will be transferred to their Personal Operator if they have one defined.

SendtoPhone Number

This action allows a caller to be sent to a specific phone number.

Country: From the dropdown menu, select the country to which the call is to be made.
Phone Number: Enter the number to transfer to.
PBX Node: From the dropdown menu, select the node which the call is to be directed through.

Send Predefined Fax

This action will send a fax to the recipient. The fax must have already been saved to the UC\Faxout folder on the voice
serverharddrive; PDF or TIFF format only. Name the file with adocumentnumber (e.g. , ).

Whenthis item is selected from the voice menus, the caller will be prompted to enter their fax number and the file will be
sent.

Next Sub Menu: From the dropdown menu, select the Sub Menu to bring the caller to after they have selected their fax.
Document: Enter the document number for the fax that will be sent (e.g. ). Do notinclude the file extension (i.e. pdf

or tiff).

Note: This option will not be visible unless the Fax on Demand feature is enabled through OL Admin. In
OL Admin, this is found under Configuration > Fax Settings, and should be set to True.
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Send to Requested Voice Mailbox

This action brings the caller directly to the requested mailbox user's voice mail.
When the key for this action is pressed, the caller will be prompted to enter the mailbox number. After they enter the
number, the caller will be brought to the mailbox user's voice mail."

Language:Fromthedropdownmenu,selectthelanguageinwhichthepromptwillbe played.
Sendto Sub Menu

This action brings the caller to the specified sub menu for further processing.

Next Sub Menu: From the dropdown menu, select the sub menu to send the caller to.

Send to Voice Malil

This action brings the caller directly to the mailbox user's voice mail greeting.

Mailbox: Enter the mailbox user to which the voice message is sent.
Language: From the dropdown menu, selectthe language which the greeting will be played in.

Voice Menu: From the dropdown menu, select the Voice Menu to attach to the voice message. After the mailbox user
listens to the message, they will be sent to the selected Voice Menu instead of the default.

59



Web Admin

Send to Voice Mail Record Tone

This action brings the caller directly to the mailbox user's voice mail. The caller will not hear any record prompts, but will
justheartherecord tone.

Note: This action is only available if the Voice Menu is bound to a mailbox.

SendtoVoice Menu

This action sends the caller to a different Voice menu for further processing. By default, the system will send the caller to
the first sub menu of the selected Voice Menu.

Next Voice Menu: From the dropdown menu, selectthe Voice Menu to sentthe caller to.
Send Requested Fax

This action will send a fax to the recipient. The fax file must have already been saved to the UC\Faxout folder on the
voiceserver hard drive. Name the file witha documentnumber (e.g. , ).

When this item is selected from the voice menus, the caller will be prompted to enter the number of the document they
want toreceive (e.g. ), and their fax number. The selected file will then be sent.

Next Sub Menu: From the dropdown menu, select the Sub Menu to bring the caller to after they have selected their fax.

Note: This option will not be visible unless the Fax on Demand feature is enabled through OL Admin. In
OL Admin, this is found under Configuration > Fax Settings, and should be set to True.
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Manage Routing Tables

The Routing Table allows you to customize the way calls are handled depending on the information available. The
information used for routing purposes is divided into three parts:

Numde! Type
allor IDVDNIS &l 2
El i

CallerID: UC systems can be configured such that when a caller with a specific Caller ID dials into the system, the call will
be routed to a specific Mailbox user or a voice menu. Selected phone numbers or area codes can be routed to a
Mailbox user or voice menu.

DNIS(DialedNumberldentificationService):Thecallscanberoutedaccordingtothedialednumberofthe
destination. While this is usually configured at the switch level, you also have the option of managing it through the UC
server.

PINverification: You can enforce a PIN entry on the default Voice Menu and route the calls according to the PIN
received. This feature is usually adapted by support centers.

Click the Add New Record button, or click Edit beside an existing routing table.
Use the Type field to change between Caller ID/DNIS and PIN Number.
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Caller ID/DNIS

The Caller ID/DNIS tab allows you to create a routing destination that is based on Caller ID and the DNIS (Dialed Number

Identification Service). Routing destinations will be based on call information such as Caller ID, Voice Menu or Mailboxes
andAccountCodes.

Caller ID/DNIS Entries

Adding/Editing a Caller ID/DNIS Entry

Caller ID/DNIS: Enter the number that will be routed to the Mailbox or voice menu. You can enter either a Caller ID or a
DNIS number.

Note: The Automated Attendant will detect the Caller ID or the DNIS number only if itis configured properly
in the PBX configuration.

Hint: Youcan enterthe full number or area code with wild cards “?”. You can combine the wild cards with any
configuration of numbers as well. Forexample, 4167 will redirect allnumbers thatlead with416.

Select one of the following radio buttons:

® Mailbox: Select this radio button to have callers that match the Caller ID/DNIS transfer to the selected Mailbox user
upon dialing into the system.

® Voice Menu: Select this radio button to have callers that match the Caller ID/DNIS brought to the selected Voice
Menu upon dialing into the system.

Sub Menu: From the dropdown menu, select the sub menu to use. Callers that match the Caller ID/DNIS will be brought
to selected sub menu of the chosen Voice Menu. This option is available only when the Voice Menu radio button is
selected.

Associated Name: Enter the description of the types of calls being redirected to a Mailbox.

Note: After setting Caller ID/DNIS destinations, you must enable the Caller ID feature. In the Admin tree,
select andenable the Caller ID settings.
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PIN Number

Pin numbers are used to create a custom dialog and action set based on numerical inputs from the caller. Pin number
verification and routing may be used in a support center, dealer, or partner log in scenarios.

PIN Number Entries

Adding/Editing a PIN Number Entry

Pin Number: Enter the PIN Number to be verified for call processing. The number can be up to 25 digits in length.

Voice Menu: From the dropdown menu, select the Voice Menu to direct callers to when they enter the correct Pin
Number.

Sub Menu: From the dropdown menu, select the sub menu of the chosen Voice Menu to direct callers to when they enter
the correct Pin Number.

Associated Name: Enter the name that will appear for screen pop-ups if using the “Pin Number as Caller ID” function.

Note: After specifying PIN numbers, make sure that you enable the Ask Pin Number feature in the Voice
Menu. In the UC Admin tree, expand the company that this PIN number is associated with and double-click
Voice Menu. The Voice Menus appear in the right pane of the UC Admin console.
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System Settings
Services

Use the Services tab to configure connections to supporting servers for Officelinx.
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Several servers may already be configured depending uponthechoices youmadeduring theinstallation oftheprogram.
Review the settings for existing servers by clicking the Details button.

Click Add New and select the Synchronization Source created in the system settings section.
EmailServer:ConnectthevoiceservertoanotherEmail Server.
CTI for Aura CM: Allows the voice server to integrate with Avaya Aura CM.
Message Sync Source: Connecttoanotherserver.

When you have made a selection, enter the details for the server.

Name: Enter a name for this service.

Service Address: Put the IP address for the server here.

Service Port: Set this value to0 993.

Voice Format: Use this field to tell Officelinx what audio format to use for voicemail files.
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Advanced Settings

Configure the paths to the Consolidated and System servers. Enter the URL for each server in the spaces provided.

Consolidated ServerPath: Entertheinstallation directory path of the Consolidated Server (for sites using High
Availability), or the path to the voice server directory.

System Path: Enter the installation directory path of the voice server (C:\UC by default).

VPIM/SMTP

VPIM/SMTP settings allow you to configure VPIM server behavior.

VYPIM Options ePage Options

Maximum VPIM Tasks ePage Domain
20 epage

Audio Format for VPIM ePage Email
G.726 ADPCM 4 bit (VPIM 2.0) user@domain

ePage Format String
SMTP Options nrpage %RCPTS% %MSGY%

¥ SMTP Enabled

IP Address HTML Content Options
HTML Content
HTML Filter

Port

#) HTML Allow Delete

25 # HTML Allow Dial

# HTML Allow Mark As Read

# HTML Allow Phone Playback
20 ¥ HTML Allow Full Attachments

Maximum SMTP Tasks

Audio Format for SMTP
WAV MS GSM 6.10 Other Options
Smart Host

Default Sender Options

Always Use Administrator's Email Use Email verification For SMS
Admin Email SMS Length Limit
160

Maximum Number of Incoming Connection

Sender Validation =
Check The Sender Domain Maximum Number of Attempts Before Delay Notification
DNS PTR Record Checking For Sender’s IP Address 2

Number of Delivery Attempts

10

TNEF Extension
Auto

Binary Mode
¥ Forwarding Allowed

Encapsulate Messages

VPIM Options
Maximum VPIM Tasks: Enter the number of VPIM messages can be processed at one time.

Audio Format for VPIM: Choose the audio format for VPIM voice messages.
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SMTP Options
SMTP Enabled: Indicates whether or not SMTP is enabled.
IP Address: Add the default IP address for SMTP messages.
Port: Indicates the port that will be used for SMTP messaging. The default value is 25.
Maximum SMTP Tasks: Enter the number of SMTP messages can be processed at one time.
Audio Format for SMTP: Choose the audio format for SMTP voice messages.

Default Sender Options

AlwaysUseAdministrator’sEmail:Replacesthesender'semailwiththatoftheadminaccount,althoughthe
display will still show the original sender. This is used when receiving messages from outside sources (i.e. Gmail)
that may lack vital routing information.

Admin Email: Type in the administrator's email address.

Sender Validation

CheckThe Sender Domain: Enableto have the system checkthe domain of message senders to confirmthe
legitimacy of the source.

DNSPTRRecord CheckingForSender’sIP Address: Enabletoallow DNS PTRrecordcheckingofasender’s IP
address.

ePage Options
ePage Domain: Not generallyimplemented. Used in a proprietary installation.

ePage Email: Notgenerallyimplemented. Used in a proprietary installation.

ePage Format String: Not generally implemented. Used in a proprietary installation.

HTML Content Options
HTML Content:Enablethisitemto allow sending messagesin HTML format.
HTML Filter: Allows thefilteringof HTML inmessages to text.
HTMLAIllowDelete:UsedwithSendURL. Thispermits/deniesdeleting.
HTMLAllowDial:Usedwith SendURL. This permits/deniesdialing.
HTML Allow Mark As Read: Used with Send URL. This permits / denies marking a message as Read.
HTML Allow Phone Playback: Used with Send URL. This permits / denies message playback.

HTMLAIllowFullAttachments:Allowwholeattachmentsofvoice messagetobepartofthemessage.

Other Options
Smart Host: In the case of a non-connected PC, all messages will be sent after being forwarded to this host.
Use Email Verification For SMS: Enable this option to require outbound SMS messages originating outside the
company to be verified through email before sending. An off-site sender, after attempting to send an SMS
message, will receive an email with a link which must be clicked before the message will be sent.
SMS Length Limit: Set the maximum length of an SMS text message.
Maximum Number of Incoming Connections: Set the maximum number of VPIM/SMTP connections allowed.
Maximum Number of Attempts Before Delay Notification: Indicates the number of times the voice server will
attempt to send a message before it notifies the sender that message delivery is still pending.

Number of Delivery Attempts: Indicates the number of times the voice server will attempt to send a message
before it notifies the sender that message delivery has failed.

TNEF Extension: Thisis the message class or ID.
Binary Mode: Disabling this feature will allow binary encoded messaging.
Forwarding Allowed: Enableto allowthe forwarding of messages from remote machines.

Encapsulate Messages: Enabling this will permit message encapsulation.
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Reorg

Reorg settings allow you to specify the rules to activate and run the function that cleans and compacts the database.

Backup Files Before Reorg: Configure whetherto back up the database files before initiating the reorg or not.
Reorg Time: Sets the time of day, in 24-hour format, to start the reorg function.

Reports

Reports allows you to enable or disable specific component activity reports.

Administrator Activity Report: Enable thisitemto allow the creation of administration activity reports
Mailbox Activity Report: Enable thisitemto allow the creation of mailbox activity reports.
Message Activity: Enable to allow the creation of message activity reports.

Client Apps Activity Report: Enable to allow the creation of client applications activity reports.
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Logs

System Health settings allow you to specify report logging on all system components.

Admin Log Level: Create a log file for all Admin activity.
Business Object Log Level: This will create a log file for all EE Application Manager activity.

Debug Level: Sets the level of information sent to alog file when Debug mode is activated. Enter a number
between 0 (less) and 5 (most), depending on the level of detail required.

Debug Mode: Debug mode for all main voice server activities (All, Debug, Event, No, Notify).

Log Mailbox Activities: Creates a log file for all Mailbox activity.
Log Queue Activities: Creates a log file for all Queue activity.

Log System Statistics: Creates a log file for all system statistics.
VPIM/SMTP Debug: Allows for VPIM/SMTP debugging.

VPIM/SMTP LogLevel: Thisindicatesthe level ofinformation sentto alogfile for all VPIM/SMTP activity, provided
debugis activated.
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Administrators

The Administrators panel displays all of the accounts with admin privileges on the voice server.
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Click Details to view each account’s configuration, or select New Adminto add a new account.

This Accounthas beenlocked: Selectto disable thisaccount.
User Name: Enter the name of the administrator.

Full Name: Enter the administrator’s full name.
Description: Enter the title or purpose of this administrator.

Password: Create the administrator's password.
ConfirmPassword: Re-enter the password.

Domain Account: Enter an email address of a user on the domain who will operate this account.

Related Company: Selectthe companies this administrator has administrative rights over.

Edit System Configuration: Allows this account to edit system configuration files.

Add Edit Companies, Feature Groups: This account can add, edit, and delete companies and feature groups.
AddEditMailboxes:Allowstheaccounttocreate, edit,anddelete mailboxes.

LogManagement: Thisusercansetanddefinelogs fortrackingissues andusage.

Backup Management: Allows thisaccountto performand define backup managementtasks.

Report Management: Enable to allow the account to define and create reports and run the Web Report utility.
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Logout

Selecting this option will prompt you to log out of the Web Admin program.
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Separating Web Console Streams: Users vs Administrators

End-users and administrators have differentrights tothe Avaya Officelinx database. Administrators are authorized to
view all of the data system-wide, while end-users can only access some of the data from theirown account. This division
helpsto preventend-usersfrom accidentallydamagingorchangingthe database.

By default, communications between front-end client applications, such as iLink Pro, and the voice server use a single
stream for both administrators and end-users. Since all traffic flows along the same stream, this creates the potential for
a security vulnerability.

For high security environments, such as those requiring JITC compliance, itis necessary to separate the administrator and
end-user paths to ensure the integrity of the data streams. Administrators and end-users will still have the same levels of
authorization, butthey will each use their own, individual stream.

Procedure

On the voice server, open the drive where Officelinx was installed. By default, this is the C drive.
Open the UC folder on this drive.

e Local Disk (C) (=Tl
. v o Thakl » ol Dk »
Friortes
I Oesivop Downicad
8 Donriosd: ratpab
Recent places Logs
Ml
.7 Nuance
1 Cesiecp Petiogs
Docement: P .,-n--ﬁ.'\
#§ Downioads Progeam Filea (x36
D Music Reatipesk
b Pxturer S bate
8 Ve | w ' |
B Locs Dk (C Usen
& Netnork

Openthe UCWebAPIfolder. Double-click the Web.configfile. Openitusing atexteditor such as Windows Notepad.

e Mo

Nicg contg

paciages contg

2o o Mt oed
I Web.corfig . I

71



Web Admin

3. Locatethe <appSettings> section. Change the value for the following line toread “true”.
Change...
<add key="userManagementPartitioning” value="false” />
into...
<addkey="userManagementPartitioning”value="true” />
fle (a2 Fomat Yiew Melp
<?xml] version="1.9" encoding="wtf.8°?> A
€l
For more information on how to configure your ASP.NET agplication, please visit
http: //go.microsoft. com/fulink/ M InkId=169433 L
“ed
<configuration>
€~
«onfigSections>
<section nase="throttlePolicy™ type~"WebipiThrottle.ThrottlefolicyConfiguration, MebipiThrottle™ />
<fconfigSections>
<throttlePolicy limitPerMinutes"5" clientThrottling="true™ endpointThrottling="true*>
oitelists>
<add policyType="3" entry="/ucwebapl/api/1.0/login/mative™ />
</whitelists>
</throttlePolicy>
ey
<appSettings>
<add key="Illowin:AutomaticigpStartup™ value="true” />
<add key="UCSplashSectionsToHide™ value="" />
<add key="userManagesentPartitioning™ valwes“false™ />
<add key="userManagesentTrustedlssuer™ values"" />
<add key="DefaultMassageBufferSize”™ value="500" />
<add key="skipiuthorizeStages™ value="/unwebapl/signalr/negotiate”™ />
<] - > '
4.

Optionally, you can add the protection of a certificate layer to further secure the stream. Change the value for the

following line to include the name of Certification Authority (CA) that provided the certificates you will be using.

Certificate

"General Detals | Certification Path |

Show: | <all= o
Ficid [ value -
Versmn v

=] 5erial number
[=signature algarithm

G KR Chem I 0 60 s
Wi e
™

i

[Evalidto

x|

[EETS =l
ICH = CertificatesToGo
Edit Properties. .. I Copy to File.. |
Learn more about certificate details
oK

For example, change...
<add key="userManagementTrustedlssuer” value="" />
into...

<add key="userManagementPartitioning” value="CertificatesToGo" />

Important: The name used here must match exactly the name of the Certification Authority as it appears
within the certificate. Review the certificate details to determine the precise name to be used.

Note: Self-signed certificates are not permitted. Only certificates issued by a CA can be used to satisfy the

requirements of JITC.
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A Note for JITC Installations

If Avaya Officelinx is installed onto a system with a JITC High Security license, there will be two versions of the Web.config
file created in two different folders on the installation drive. One of these is used to configure the administrator
accounts, and the other for standard users.

For Administrators

The administrator directory is the \UC\UCWebApiAdmin folder.

Within this folder is the Web.config file that you will edit as described above.
This is the file that must be modified.

For Standard Users

The standard user directory is the \UC\UCWebAPI folder.

Within this folder is a second copy of the Web.config file that is used by all accounts that do not have administrator
privileges. This file does NOT need to be modified to separate the communication streams.

Leave this file unchanged.
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